Specific Privacy Statement
This statement applies to the administration, settlement and reimbursement of medical expenses in accordance with the Rules on Sickness Insurance and explains how the personal data of persons insured by the JSIS are used and how confidentiality is ensured. It also contains the legal information required under Articles 11 and 12 of Regulation (EC) No 45/2001.

Under Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 200
 all processing of personal data should be notified to the Commission Data Protection Officer. This has been done and you can consult the record in the Commission Data Protection Officer's Register at the following address: http://www.cc.cec/dataprotectionofficer/
Why do we collect information about you?

In the course of managing your medical expenses, the Commission must process some of your personal data. These data, together with any other information you may provide if you consider it appropriate to do so for a specific purpose, will be used by the JSIS settlements offices and by any other entity which the Commission may come into contact with during the administration, settlement and reimbursement of your medical expenses.

We use your details to arrange direct billing for hospital stays or preventive screenings, to assess your medical requests, and to reimburse the resulting expenses.

The outside entities contacted by the Commission for the above-mentioned purposes are required to handle these data and certain other information. In their handling of personal data, these firms must apply the rules on privacy set out in Directive 95/46/EC, as incorporated into national law.

What information is collected?

The information required is as follows:

· Personal data: surname, name, date of birth, sex, private and professional address, personnel number, banking details.

· Information provided by you and/or your treating doctor(s) which is required in order to reimburse your medical claims (invoices, medical reports, medical prescriptions, results of medical exams)
· Information sent to you on the status of your administrative procedures
· Opinions and reports of the JSIS medical officers.
This information is introduced into an electronic database.
To whom is your information disclosed?

Your information are used by the PMO officers managing your medical expenses, who are subject to art 17 of the Statute and to articles 37, 38 par.7 and 40 par.4 of the JSIS Rules. Specific information may be sent to PMO-payroll (i.e. in case of amounts to be recovered from your salary) and to DG-BUDG (i.e. details required for bank transfers to your account).
Certain information in your file may be sent to the Legal Service for use in preparing the defence in an appeal before the European Civil Service Tribunal, or, at their request, to the judges of the European Civil Service Tribunal, the European Ombudsman or the European Data Protection Supervisor, IAS, IDOC and OLAF.
Furthermore, certain information may be sent to hospitals when a direct billing is requested for the members or their beneficiaries.

How can you obtain access to information concerning you, check its accuracy and, if necessary, correct it?

As a data subject you may at any time exercise your rights under Articles 13 to 19 of the Regulation by contacting the data controller. Furthermore, if you wish to obtain specific details pertaining your JSIS file, the address and telephone number of the settlements office responsible for handling it are indicated on the reimbursed expenses statement that is personally addressed to the JSIS member.

How long do we keep your information?

The information obtained in the course of managing your medical expenses, whether in paper or electronic form, is kept for 7 years after the settlement of the corresponding expense. Once the time limit has expired, these documents are destroyed. 

What security measures are taken to prevent any abuse of your information or access to it by unauthorised persons?

Data are stored in the Commission's Data Centre in Luxembourg and are therefore protected by a number of measures introduced by the Directorate-General for Informatics to protect the integrity and confidentiality of the Commission's electronic products.
Access to personal data is protected by means of access rights which are strictly limited in accordance with the "need to know" principle and are based on the duties entrusted to access holders.
Overall responsibility for implementing the rules on data protection and granting access rights is assumed by the "controller". He is the person who, in both organisational and practical terms, decides who in the various domains has what right of access to which part of the system. The paper archives are stored in specially designated premises.

Contact points if you have questions or complaints about personal data processing
Controller: Director of PMO

Hr's Data Protection Coordinator: HR.D.ADV : Adviser on data protection and computer security: 
HR-DATA-PROTECTION-COORDINATOR@ec.europa.eu

The Commission's Data Protection Officer: SG.03: DATA-PROTECTION-OFFICER@ec.europa.eu
You can also contact the European Data Protection Supervisor: edps@edps.europa.eu[image: image1][image: image2][image: image3]
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